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 Needed a secure off site storage location for
weekly full backups

e Wanted to use this to take first step into the
cloud

Why Store * Economics of the cloud are very favorable

Backups in AWS see e
e Wanted to lessen administrative burden at

Cloud? CRITFC

* Wanted to gain experience using cloud so
we can move entire ITMD “data center”
there when equipment needs to be
replaced




S3 and Glacier Costs

Example: cost of storing 1 TB of Glacier data for
a year

1 TB * $0.004 per GB/month * 12 = $48

Example: cost of retrieving 50 GB of Glacier
data (first 50 GB retrieval is free)

50 GB * $0.0 / GB = $0.00

Example: cost of storing 10 GB of S3 data

10 GB * $0.023 / GB * 12 = $27.60

SAN Costs

Example: cost of a new SAN (=5 year life)

~$15,000 -> ~$3000/year + indirect + maint + ....

Added benefit: less of ITMD staff time for admin tasks

S3 and Glacier Pricing

Storage pricing

Region: = US West (Oregon) #

» $0.004 per GB / Month

Retrieval pricing

Region:  US West (Oregon) *

Retrieval Time
Expedited
Gtandard

Bulk

S3 Standard Storage

First 50 TB / Montl $0.023 per GB

Data Retrievals
$0.03 per GB
$0.01 per GB

$0.0025 per GB




How CRITFC’s AWS Backups Will Work

e Friday weekly full DB backups are uploaded into the cloud
e Stored into a S3 bucket for that month
e Backups remain in S3 for three months

e At the end of three months, the newest full backup for the month is archived
into a yearly Glacier vault and the others are deleted
e Glacieris a long term archive for files
e Archived files can be recalled in 24 hours or less
e This can be expedited at an increased cost
e For all files in S3 and Glacier, AWS automatically:

 Makes a duplicate copy in another availability zone (geographically remote location)
* Encrypts the file as it stores it (we can also do a separate encryption)



CRITFC Archiving Scheme
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Every Friday Night
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Last Friday of the Month
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CRITFC Java Classes

Third Party Software

<€

AWSBackup Software Stack

Note: We can remove these two
classes and substitute a class to
manage drone data or anything else
and the rest of the stack gets reused

FridayNightProtocol

BackupListBuilder

SimpleGlacierUtil SimpleGlacierUtil
SimpleSQSUtil SimpleEMailUtil
S3MetadataUtil GlacierMetadataUtil
DBUHil Config EHandler BackuplLogger

MS JDBC Driver Java.util.logging

> €
Wrapping

><€

Protocol

Basic
Services

Layer

Layer

Layer



Calling Tree

Start

* Config’s static initializer runs at class load time before the main thread of execution launches



e This class holds the configuration information
for the application in globals

e Configuration data is held in a properties file
(AWSBackup.properties)

e All the classes in the package

- org.critfcv.awsbackup have visibility to these
Config.java properties

e The static initializer for this class acquires the

path to the file from the environmental
variable GLACIER-CONFIG-FILE

* |t reads the file and assigns the global variables
their configured values




AWS “Clients”

e This class also holds onto the AWS clients (S3, Glacier,SQS)
and JDBC statement which are used in the classes

e |Initially these are NULL

 They are lazily initialized when first needed

e Other classes can reference them as:
e Config.S3
« Config.Glacier
e Config.SQS
e Config.stmt



e S3 and Glacier are not file systems’ in the
conventional sense of the phrase

e Data is not organized in a series of directories
and subdirectories

W Y Build 3 e S3is basically a hashtable store

+ e Hashtables have very quick access even
\/Ie [dC ata when they grow very large
Su bsyS':e M ? | * But you don’t recall an item from S3 by a

filename, rather you use the key used to
place it in the table

* We need to track the correlation between
filenames and keys —i.e., the metadata




Why Build a Metadata Subsystem? |

e Glacieris an archiving system

e As such, archives are not always online and immediately visible
e An archive may need to be resuscitated from an off line data store
* As aresult, it can take hours to retrieve information
e Example: on a fairly small Glacier vault, it took 5 hours to return an
inventory list
e By keeping track of the data that goes in and out of a vault or bucket, the

inventory operation can be reduced to the few seconds needed to query
metadata in the database

 And there are other reasons for metadata
* Report generation on storage use
* |nventory reporting
e etc.



AWSBackup Metadata Data Model

Bucket

Archive

VaultARN BucketARN




Column Mame
VaultMame
ARM
CreateDate
Comment
CreatedBy
Year

Manth

Metadata Schema: Vault and Archive

Vault

Data Type
varchar(30)
varchar(100)
varchar(30)
varchar(PAK)
varchar(30)
int
int

nchar{10)

Foreign key into Vault table

Allow Mulls

RO OOO

Colurmn Mame
Archive
Archiveld
CreateDate
UplLoadedBy
Descripticn
VaultARM
DeleteDate
DeleteReason
DeletedBy

Comment

Archive

Data Type
varchar(30)
varchar{Max)
varchar(30)
varchar(30)
varchar{MAX)
varchar(130)
varchar(30)
varchar(130)
varchar(30)
varchar(250)

Allow Mulls

NEMRNOOROOO



Column Mame

% BucketlD

ARM
CreationDate
CreatedBy
DeletionDate
| DeletedBy

? Comment

Year

Manth

Metadata Schema: Bucket and Object

Bucket

Data Type
varchar{30)
varchar(150]
varchar{30])
varchar{30])
varchar{30])
varchar({30])
varchar{M.Ax)
int

int

Allow Mulls

OOREARADODOO

Column Mame

% ObjectKey

FileMame
CreationDate
CreatedBy
BucketARM
DeletionDate
DeletedBy

Comment

Foreign key to Bucket table

Object

Data Type
varchar(30)
warchar{30)
warchar{30)
warchar{30)
wvarchar(130]
varchar{30)
varchar{30)
varchar{Max)

Allow Mulls

RERDOOODOO



Metadata Subsystem

2) Metadata in the DB is

updated to reflect the change
ITMD data center

CRITFC AWSBackup >
App SQL Server Database
Object 1) Add or remove completed in — _
S3 or Glacier TJ | Archive

@b Internet
AWS Cloud

Amazon Simple Storage

) Amazon S3 Glacier
Service (S3)




public static void creatE‘Jault(String vName, String IAM, String comment) { USI ng L ‘WS
et o Classes Directl
System.out.println("SimpleGlacierUtil. createVault »»> attempted to create wvault ™ + vName);

else {

try {
getGlacier();

vName = Config.Vaul tNameBase + wlame;

CreateVaultRequest cvr = new CreateVaultRequest(Config.GlocierIdM, wName);
cvr.setAccountId({Config. AWSAccount) ;

CreateVaultResult cvrs = Config.glacier.createVault{cvr);

if(Config.DEBUE)
System.out.println("SimpleGlacierUtil. creastValut »» create wvault result:

+ cvrs.toString());

ff get vault description and parse ARN out of it . . ..
String summary = vaultSummary(viiame); Example from SimpleGlacierUtil:
StringTokenizer st = new StringTokenizer(summary, ",");

String token = st.nextToken();

int start = token.indexOf("arn:"); 1 ||ne Of Code Ca” on Ut||
String ARN = token.substring(start, token.length()} -1); \/S
if(Config.DEBUG)

System.out.println("Vault ARN is: " + ARN); 41 |ineS Of COde in the Ut||

GlacierBackupMetadata.vault abm = new GlacierBackupMetadata.Vault();
abm.vaultName = wName;

abm.ARN = ARN;

abm.createbate = (new Date(System.currentTimeMillis())).toString();
abm.comment = comment;

abm.createdBy = LAM;

GlacierBackupMetadata.recordvault(abm);

¥

catch(Exception ex) {
eh.handleErrorAndExit(ex, "SimpleGlacierUtil.createVault »>» error during valult creatiocn operation®™);
¥



e Framework has been written but there has been no
time to do the needed testing yet

 Need to write test cases and verify functionality
e Then need to put it into production and validate
results for a couple of months

 When testing is done, the framework will be

Next Ste pS available to everyone

e | plan to move it to GitHub (if CRITFC okays this)

e |f anyone wants a copy of the code just to look
through, | can arrange that

* Next there will be another protocol added to allow
the Habitat folks to up and download drone files



Facts to Know About AWS

If you want to work with the framework you will have to have an

account with AWS
e button to get account is on the AWS console page (URL below)
e you can get a completely free account for one year
e vyou are (a little) limited on what resources you can use without paying
e it’'s a good way to learn the technology

You will also need to become familiar with navigating and using the
AWS console: https://aws.amazon.com/console/

The framework is written in Java so you need to install Java and Eclipse
(both free and easy to install)

AWS has lots and lots of high quality documentation and tutorials

Make sure you read about and use the latest release of the software
* The first version of the software is still supported and available
 This is because long time customers have deployed systems with it



https://aws.amazon.com/console/

Log Out | Central Data Exchang New Tab () MyWay r AWS Management Console
& (&} 8 https://us-west-2.console.aws.amazon.com/console/home?nc2=h_ct&region=us-west-2&8src=header-signin#

i1 Apps . NewTab [l Imported FromIE @ AWS Command Lin... @ Gmail u P159606 ° chbfish.org - Columb...

aWS‘ Services ~ Resource Groups ~ * £\ colleen @ 1030-5775-1564 ~

Oregon ~ Support ~

AWS Management Console

AWS services Access resources on the go
Find Services [=] Access the Management Console using the AWS
You can enter names, keywords or acronyms. E Console Mobile App. Learn more [
Q —
¥ Recently visited services Explore AWS
|«h Support % S3 EZE EC2
- n Open Distro for Elasticsearch
(=] S3 Glacier &% Clouds

A 100% open-source, community driven distribution of
Elasticsearch with enterprise-grade security and alerting
: earn more [A
» All services features Learn more r_,

Run Serverless Containers with AWS Fargate

Build a solution AWS Fargate runs and scales your containers without having to
Get started with simple wizards and automated workflows. manage servers or clusters. Learn more [4
Launch a virtual machine Build a web app Build using virtual servers Connect an loT device Visit AWS around the world at a Summit
With EC2 With Elastic Beanstalk With Lightsail With AWS loT AWS Global Summits bring the cloud computing community
2-2 minutes 6 minutes 1-2 minutes 5 minutes together to connect, collaborate, and learn about

AWS. Learn more [
|-_,[:::: E Amazon RDS

Set up, operate, and scale your relational database in the
cloud. Learn more [

Start a development project Register a domain Deploy a serverless microservice Create a backend for your mobile
With CodeStar With Route 53 With Lambda, API Gateway app
5 minutes 3 minutes 2 minutes With Mobile Hub

C miemadme Ilaien £andla e =l



The View from 50,000’
=

Amazon S3 Glacier
AWS Cloud

Amazon Simple Storage
Service (S3)
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